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Privacy Policy

Arctel is bound by the Australian Privacy Principles (APP) as well as other
government laws and regulations which contain obligations of
compliance. Arctel is committed to ensuring the protection of your
personal information which it may at any time receive either directly from
you or as a result of your visiting its site or in the ordinary course of its
business.

In addition to the APP, Arctel may also be regulated by the General Data
Protection Regulations ("GDPR") which apply across the European Union
("EU") and we may be responsible for your personal information in relation
to those laws as well.

This policy applies to all of our customers as well as any visitors to our
website and is designed to explain how personal information is collected,
shared, held and used by Arctel. We reserve the right to amend this policy
as necessary with updated versions posted on our website and
communicated to you as required.

Personal information you provide to us

1. We collect the following personal information that you provide to us:

¥  Your contact details including name, telephone number, email
address, postal and/or residential address, usernames and some
information regarding your credit history.

2. We collect this information in the following ways:

¥ You may provide it directly to us or authorise third parties to supply
the information to us directly. We may also receive it from third
parties voluntarily or pursuant to compulsory processes conducted
by Arctel on your behalf.
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3. We collect this information for the following purposes:

¥ To enable us to deliver and manage high quality services to our
customers including but not limited to processing applications,
delivery of equipment, dealing with enquiries and complaints,
providing support and assistance, billing and payments, credit
checks and collection of debts. By gathering data such as
demographics, preferences, purchase history, and online
behaviour, Arctel will be able to tailor its products, services, and
marketing strategies to meet individual needs more effectively
leading to improved customer satisfaction. Additionally, personal
information can help us streamline our operations, detect fraud,
comply with legal requirements, ensure the safety and security of
our website, and make data-driven decisions that enhance overall
performance.

Data Transmission

As well as providing us with personal information there will also be
instances where in utilising the Services you will be transmitting your
personal or sensitive data or information. All data transmitted over the
Arctel Network should be secured using encryption whenever possible.
Users are encouraged to use secure protocols such as HTTPS, SSL/TLS, VPN,
and encrypted email services to protect sensitive information during
transmission.

You are responsible for ensuring that any data you send over the internet
is secure and does not violate any laws or third-party rights. Use of
firewall, antivirus, and security best practices is strongly recommended.
Arctel does not monitor the content of customer data transmissions,
except as required by law or to maintain the security and integrity of the
Network. Personal and confidential data should not be transmitted in plain
text over unsecured Networks.
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All data transmitted through the Arctel Network must comply with
applicable laws and regulations, including but not limited to data
protection, copyright, and anti-terrorism laws. Unlawful transmission of
data is strictly prohibited and may result in service termination and
potentially legal action.

Arctel is committed to maintaining a secure and reliable Network. While
reasonable measures are taken to protect data in transit, we cannot
guarantee the security of data once it leaves our Network or enters third-
party systems. Minimal traffic logs may be retained for operational and
diagnostic purposes, in accordance with the our Privacy Policy and any
applicable legal obligations. These logs are not used for monitoring user
content.

Credit check

When you apply for a Service with us, we may perform a credit check with
our credit reporting body, Experian Australia. You should visit their website
to get an understanding of their role and how they protect your personal
information.

Cookies and similar technologies

We use cookies and/or similar technologies on our website which you may
access from time to time. A cookie is a small text file which is placed onto
your computer or electronic device when you access our website. Similar
technologies include web beacons, action tags, local shared objects
("flash cookies") and single-pixel gifs. Such technologies can be used to
track users’ actions and activities, and to store informmation about them.
For example we may use cookies to monitor and/or collect the following
information: login details (excluding passwords!), user preferences,
location and browsing behaviour and interactions.
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This information helps us to build a profile of our users and some of the
information may be aggregated or statistical, which means that we will
not be able to identify you individually.

Additionally, in some cases our cookies or similar technologies may be
owned and controlled by third parties who will also collect personal
information about you.

When you first use our website, we will ask whether you consent to our use
of cookies. If you do not, cookies will not be used. Thereafter you can opt-
out of using cookies at any time or you can set your browser not to accept
cookies however, if you do, some of our website features may not function
or work as intended. The websites below tell you how to remove cookies
from your browser.

www.odic.gov.au; www.aboutcookies.org; www.dllaboutcookies.org

Who we share your personal information with

e We may share your information:

o with law enforcement agencies in connection with any

investigation to help prevent unlawful activity.
o with credit reference agents in accordance with our Privacy
Policy.

e We may provide some of your personal information from time to time
to third party service providers so that they can help us to improve our

Services.

e We may use third party service providers to assist with information

storage (such as cloud storage).
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e We may provide some of your personal information to third party
service providers for the purpose of analysing data or tracking usage.
For example, we may use these services to find out where page
requests come from, dates and times of page requests, details of any
website that referred you to the website and other details about your
usage of the website. This information enables us to understand

patterns of usage of the website, and to improve the website.

e We may use third party service providers to host our website. If this
occurs, that third party service provider is likely to have access to

some of your personal information.

e We may use third party service providers to fulfil orders in relation to

the website.

e We may share your personal information with credit reporting bodies,
credit providers or debt collection agencies where you do not meet
your payment obligations for any Invoiced Amounts in order to protect

our interests.

We will not knowingly share your personal information with any third
parties other than in accordance with this Privacy Policy.

If your personal information might be required to be provided to a third
party in a manner which is other than as explained in this Privacy Policy,
you will be notified. You will also have the opportunity to object to the
sharing of that personal information.

Wherever possible, we will share the information as pseudonymised or
anonymised data and we promise not to spam you, or to sell or rent your
personal information to anyone else.
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Is personal information disclosed outside of
Australia?

We will not disclose personal information outside of Australia except as
may be necessary to deliver the Services.

Retention of personal information

We will only retain your personal information for as long as is necessary to
provide the Services to you, until the purpose it has been collected for is
complete or as may be required by law.

How we protect your personal information

We take the protection and storage of your personal information very
seriously and have appropriate security, technological and organisation
measures in place to ensure your personal information is kept confidential
and secure.

Notwithstanding the measures taken by us in safeguarding your personal
information, you acknowledge, agree and accept that no transmission of
information or data via the internet, or electronic storage of datq, is
completely secure and further, that we do not guarantee or warrant the
security of any information that you provide to us, and that you transmit
such information at your own risk.

Accessing your personal information

You have the right to request access to any of your personal information
which we are holding.

You have the right to request that any of your personal information which
we are holding be deleted, updated or corrected.

You also have the following rights under the GDPR, including:
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o fair processing of information and transparency over how we use your

personal information;

e access to your personal information and to certain other
supplementary information that this Privacy Policy is already

designed to address;
e require us to correct any mistakes in your information which we hold;

e require the erasure of personal information concerning you in certain
situations, (such as if the purpose for which we collected the personal

information is no longer necessary or required);

e receive the personal information concerning you which you have
provided to us, in a structured, commonly used and machine-
readable format and have the right to transmit those data to a third

party in certain situations;

e oObject at any time to processing of personal information concerning

you for direct marketing;

e oObject to decisions being taken by automated means which produce

legal effects concerning you or similarly significantly affect you;

e oObject in certain other situations to our continued processing of your

personal information;

o otherwise restrict our processing of your personal information in

certain circumstances
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e claim compensation for damages caused by our breach of any data

protection laws.

For further information on each of those rights, including the
circumstances in which they apply, refer to the Office of the Australian

Information Commissioner or see the Guidance from the UK Information

Commissioner's Office (ICO) on individual's rights under the GDPR.

From time to time we may also have other methods to unsubscribe (opt-
out) from any direct marketing including for example, unsubscribe
buttons or web links. If such are offered, please note that there may be a
short period after selecting unsubscribe in which marketing may still be
received while your request is being processed.

If you would like to exercise any of these rights or request access, an
update or a correction to your personal information, you can email, call or

write to us:

Email: support@arctel.com.au

Telephone: 1300 272 835
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